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Milsoft Policy: Supported Microsoft” OS and SQL Versions

Milsoft has a policy that we will only support the use of our software with the
versions of Microsoft® OS and SQL products currently listed under Microsoft’s official
schedule of "Mainstream Support.” Please note that when Milsoft discontinues support in
relation to a particular version of Microsoft® Product, this does not necessarily require
your organization to update your Microsoft® products in order to continue to receive
upgrades of Milsoft software; however, Milsoft will no longer develop or test for
interoperability of our software with outdated Microsoft® products that are beyond their
“Mainstream Support” window. The customer will assume all risk associated with a
Milsoft upgrade or installation while using unsupported Microsoft® products. If problems
arise from relying upon an unsupported product, Milsoft may ask you to upgrade to
current Microsoft® products in their “*Mainstream Support” or roll back to an earlier
version of our software to be compatible. Your utility is therefore encouraged to
proactively upgrade all your Microsoft® products and servers to the latest available
version as practicable to maintain seamless interoperability with our software.

You can search the dates that Microsoft® has listed for Mainstream Support (on
the Microsoft® website at https://support.microsoft.com/en-us/lifecycle/search) to verify
dates listed in this document.

e OS: Milsoft will end support for interoperability of our software with
Windows Server® 2019 Standard on January 9, 2024, with the
end of mainstream support from Microsoft®.

e SQL: Milsoft will end support for interoperability of our software with
SQL Server® 2019 on February 28, 2025, with the end of
mainstream support from Microsoft®.

Special Note about Compatibility with 2012 R2 OS/SQL:

Customers with an existing Milsoft Outage Management System that use the Public Web Outage
Viewer™ (WOV) software cannot upgrade past version 8.7.34.5060 if they are still using Microsoft® SQL
Server® 2012 R2 to host their DisSPatchSQL database, or if their WOV is installed on a Windows Server®
2012 R2 machine. There are known compatibility problems with SQL Server® 2012 R2 and Windows
Server® 2012 R2. The new WOV requires a newer version SQL/OS in order to function correctly.

Customers with an existing Milsoft Communications Platform cannot upgrade past version 51 if
they are still using Microsoft® SQL Server® 2012 R2 to host their Milsoft Communications database, or if
their Milsoft Communications software is installed on a Windows Server® 2012 R2 machine. New
installations of Milsoft Communications Platform start with the latest gold release, which is currently
version 51.

Microsoft® ended all support for SQL Server® 2012 R2 on July 12, 2022. Support for Windows
Server® 2012 R2 ended on October 10, 2023. With the end of that support, Microsoft® will no longer
publish any more security updates. It is highly recommended to upgrade to the latest Windows Server®
and SQL Server® versions to avoid vulnerabilities, and prevent delays to Milsoft® software upgrades.
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Trademark Acknowledgements

Product names and companies mentioned in this document, including Microsoft, Microsoft Windows, Microsoft
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fair use and is in no way making any claim of ownership, endorsement, or affiliation.
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Firefox is a trademark of the Mozilla Foundation in the U.S. and other countries.
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Reavis Code and MapEngine may be trademarks of Reavis Code Utility Solutions, LLC; used by permission.

Other names may be trademarks of their respective owners.

Requirements for Milsoft- Core Engineering and Operations
(E& Q) Systems

Core E&O System Configuration Guidelines

The number and configuration of your Milsoft® server or servers depend on which
products you own and the size of your utility. We use the acronyms “EA” “"GIS” and
“OMS” to mean our Engineering Analysis software (WindMil® / LightTable®), our
Geographic Information System software (WindMilMap®), and Outage Management
System software (DisSPatch®, Calls Manager™, Crew Manager™, Reports™, Web Outage
Viewer™), respectively. Use the following guidelines to help determine what servers you
need, and which requirements you need to follow.

When determining the size of your utility, please take into account any potential
for significant growth over the expected lifetime of the server that could impact the
number of elements in your electrical model. Small utilities are defined as having fewer
than 100,000 elements in their engineering model (*.wm model), inclusive of map
points—poles, pads, pedestals, etc. Medium utilities are defined as having from 100,000
to 1,000,000 elements in their engineering model. Large utilities are defined as having
1,000,000 or more elements in their engineering model. If you are unsure how many
elements your engineering model has, we can help you determine that information.

Ultimately, we want to ensure that even when the system is heavily used, there
are no bottlenecks for system resources that might prevent efficient use of the system
as a whole. Our goal is for your utility to have a good experience with your purchased
Milsoft software - and the first step is ensuring that you have adequate infrastructure to
run the server-side software. Please use the table on the following page to determine
how many servers your utility will need.

Get the latest version of this doument from our website at ©Milsoft Utility Solutions, Inc.
https://www.mymilsoft.com/solutions/engineering-analysis-ea/ Page 4



MILSoFTe%

Utility Solutions >

Core E&O System Configuration Guidelines (Continued)

Small Utilities - Use this chart if your model has less than 100,000 elements. Most small utilities can fit

all Milsoft® applications on a single server.

Server >
v Software

Server 1 (pg. 7/8)
(SQL/Application Server)

Server 2 (pg. 9)
(Application Server)

Server 3 (pg. 10)

(Application Server)

Server 4 (pg. 11)
(DMZ Server)

SQL Single Instance
EA or GIS /EA/GIS Server
Required
SQL Single Instance
/OMS Server WOQV Server
! Recommended
Required
SQL Single Instance
EA + OMS /EA/OMS Server EA S_erver WOV Server
i Optional Recommended
Required
EA + GIS + SQL Single Instance OMS Server EA/GIS Server WOV Server
/EA/GIS/OMS .
OMS . Recommended Optional Recommended
Server Required

Medium Utilities - Use this chart if your model has between 100,000 and 1,000,000 elements.

Server 1 (pg. 7/8)
(SQL/Application Server)

Server >
V Software

Server 2 (pg. 9)
(Application Server)

Server 3 (pg. 10
(Application Server)

Server 4 (pg. 11)
(DMZ Server)

)

SQL Single Instance
EA or GIS JEA/GIS Server EA/GIS Server
. Recommended
Required
SQL Single Instance OMS Server WOV Server
/OMS Server
. Recommended Recommended
Required
SQL Single Instance OMS Server EA Server WOV Server
EA + OMS /EA Server . .
Requi Required Optional Recommended
equired
EA + GIS + SQ/IEE/H&QIISG ér;ic/zrr]ce OMS Server EA/GIS Server WOV Server
(o] [ Required Required Optional Recommended

Large Utilities - If you have 1,000,000 or more elements in your model, we consider you to be a large
utility. Milsoft will work with you to individually tailor a server configuration for optimal speed. Use the

following as an initial guideline.

Server > Server 1 (pg. 7/8) Server 2 (pg. 9) Server 3 (pg. 10) Server 4 (pg. 11)
¥ Software (Dedicated SQL Server) (Application Server) (Application Server) (DMZ Server)
SQL Single Instance
EA or GIS Server EA/GIS _Server
. Required
Required
SQL Single Instance OMS Server WOV Server
Server )
) Required Recommended
Required
SQL Single Instance OMS Server EA Server WOV Server
EA + OMS Server . .
) Required Required Recommended
Required
EA + GIS + SQL Single Instance OMS Server EA/GIS Server WOV Server
OMS Server Required Required Recommended
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Test Systems - If you have one or more test systems for Milsoft software, use the following as a guide.

Server 3 (pg. 10) Server 4 (pg. 11)
(Application Server) (DMZ Server)

Server 1 (pg. 7/8) Server 2 (pg. 9)

(SQL/Application Server) (Application Server)
Option 1, use WYE] Test Application
Prod SQL Server

Option 2 All-in-one Test
Single Server Sgrver with SQL
Single Instance

Server >
¥ Software

Option 3,
Like Prod

Use same number of servers as the Production Environment

Get the latest version of this doument from our website at ©Milsoft Utility Solutions, Inc.
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SQL/Application Server (Server 1)

The SQL/Application Server hosts the Microsoft® SQL Server® instance for the DisSPatchSQL
database (OMS) and/or ExternalTables database (EA/GIS). For most small utilities, this single server will
host all of the Milsoft® server applications. For most medium utilities, this will host the SQL Server
instance, and a second server will host either the EA/GIS or OMS software.

Minimum Recommended

4-Core Intel® Xeon® processor, 2.0GHz | 4-Core Intel® Xeon® processor, 3.0GHz

or higher or higher
. Haswell architecture or newer.
RAM 16GB RAM 32GB RAM or higher
Logical Drives OS Logical Drive, 80GB OS Logical Drive, 160GB
Application/DB Logical Drive, 100GB Application/DB Logical Drive, 200GB
SQL Logs Logical Drive, 40GB SQL Logs Logical Drive, 80GB
. Actual required space depends on the size . We recommend SSD for optimal
of your model and databases. performance.

. We recommend a RAID1 or better for
physical servers.

Network 1 Gbps network connection
Connection

(o[ T ELN RSV LT Il \Vindows Server® 2019 Standard Windows Server® 2022 Standard

SQL Version SQL Server® 2019 Standard - Core SQL Server® 2022 Standard - Core
License License

. OMS customers must use Core Licensing.

i SQL Server Express® might be an option for some EA or GIS customers, but it has limitations on processor, !
i memory, and database size. We do not test using the Express version; therefore, customers who opt to use |
! SQL Express do so at their own risk/discretion. Please note that if the limitations of SQL Server Express are

i exceeded, you will need to change your installation to SQL Server Standard. '
____________________________________________________________ T emmsmmmmmsmsoessoessocssocssocssocesooesooeoooas

Other .NET 4.7.2 (or above)
Requirements .NET 3.5 Service Pack 1

If this server hosts the Public Web Outage Viewer:
Version 24.1 or newer - .NET 8 (x64)
Prior to Version 22.1 - .NET Core 3.1
Internet Information Services (IIS)

Due to port conflicts, Milsoft® Field Engineering™ (FE) or Partner® Hub™ should
not be installed on the same server as the Milsoft EA/GIS system.

The server name must be alphanumeric characters (A-Z,a-z,0-9) only. The only
other character allowed is a hyphen ( - ). The name must not be only numeric.

We strongly recommend running the Rights Management System (RMS) on your
OMS server. If this server is used for hosting the RMS, it will need to have port
5093 available to both Milsoft server components and client machines. It must also
be able to communicate with the Milsoft licensing endpoint, at
https://milsoft.prod.sentinelcloud.com/.

SQL Database Replication requires SQL Server 2016+. The feature can be
installed on the same SQL Server Instance as the default DisSPatchSQL database,
as a new instance on the same server, or as a separate server altogether.

Get the latest version of this doument from our website at ©Milsoft Utility Solutions, Inc.
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Notes for Virtual For Virtual Machines, we currently test using VMware® vSphere™ 7+.

Machines
. Resources such as CPU and RAM must be reserved, not just allocated. Customers who have only

allocated resources on the host machine have seen significant problems occur.

Get the latest version of this doument from our website at ©Milsoft Utility Solutions, Inc.
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OMS Application Server (Server 2)

If your utility needs to dedicate a machine for the OMS Application Server, please follow the

specifications below.

RAM

Logical Drives

Minimum

4-Core Intel® Xeon® processor, 2.0GHz
or higher

. Haswell architecture or newer.

Recommended

4-Core Intel® Xeon® processor, 3.0GHz
or higher

16GB RAM

32GB RAM

OS Logical Drive, 80GB
Application Logical Drive, 100GB

OS Logical Drive, 160GB
Application Logical Drive, 200GB

. Actual required space depends on the size .
of your model and databases.

We recommend SSD for optimal
performance.

. We recommend a RAID1 or better for
physical servers.

Network
Connection

1 Gbps network connection

Windows Server® 2019 Standard Windows Server® 2022 Standard

Operating System

Other
Requirements

.NET 4.7.2 (or above)
.NET 3.5 Service Pack 1

If this server hosts the Public Web Outage Viewer:
Version 24.1 or newer - .NET 8 (x64)
Prior to Version 22.1 - .NET Core 3.1
Internet Information Services (IIS)

The server name must be alphanumeric characters (A-Z,a-z,0-9) only. The only
other character allowed is a hyphen ( - ). The name must not be only numeric.

We strongly recommend running the Rights Management System (RMS) on your
OMS server. If the OMS server is used for hosting the RMS, the server will need to
have port 5093 available to both Milsoft server components and client machines. It
must also be able to communicate with the Milsoft licensing endpoint, at
https://milsoft.prod.sentinelcloud.com/.

Notes for Virtual
Machines

For Virtual Machines, we currently test using VMware® vSphere™ 7+.

. Resources such as CPU and RAM must be reserved, not just allocated. Customers who have only
allocated resources on the host machine have seen significant problems occur.

Get the latest version of this doument from our website at
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EA/GIS Application Server (Server 3)

If your utility needs to dedicate a machine as an EA Application Server or EA/GIS Application
Server, please follow the specifications below.

RAM

Logical Drives

Network
Connection

Operating System

Other

Requirements

Notes for Virtual
Machines

Minimum
4-Core Intel® Xeon® processor, 2.0GHz
or higher

. Haswell architecture or newer.

Recommended

4-Core Intel® Xeon® processor, 3.0GHz
or higher

16GB RAM

32GB RAM

OS Logical Drive, 80GB
Application Logical Drive, 100GB

. Actual required space depends on the size
of your model and databases.

. We recommend a RAID1 or better for
physical servers.

OS Logical Drive, 160GB
Application Logical Drive, 200GB

. We recommend SSD for optimal
performance.

1 Gbps network connection

Windows Server® 2019 Standard

Windows Server® 2022 Standard

.NET 4.7.2 (or above)
.NET 3.5 Service Pack 1

Due to port conflicts, Milsoft® Field Engineering™ (FE) or Partner® Hub™ should
not be installed on the same server as the Milsoft EA/GIS system.

The server name must be alphanumeric characters (A-Z,a-z,0-9) only. The only
other character allowed is a hyphen ( - ). The name must not be only numeric.

We strongly recommend running the Rights Management System (RMS) on your
OMS server. For utilities who do not have OMS, this server can be used to host the
RMS. EA/GIS servers used for this purpose will need to have port 5093 available to
Milsoft server components and client machines. It must also be able to
communicate with the Milsoft licensing endpoint, at

https://milsoft.prod.sentinelcloud.com/.

For Virtual Machines, we currently test using VMware® vSphere™ 7+.

. Resources such as CPU and RAM must be reserved, not just allocated. Customers who have only
allocated resources on the host machine have seen significant problems occur.

Get the latest version of this doument from our website at
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DMZ Server (Server 4) - Web Outage Viewer™ (WOV)

The server hosting the Public Web Outage Viewer™ (WOV) application is typically separated from
the main network and placed on a DMZ zone, thereby limiting exposure to requests from those seeking
outage information from the Web Outage Viewer application. These requirements can also be used to
create a server for any component that a utility wishes to run apart from an internal server, such as a
single integration server. If additional software (such as other web hosting software) is installed on the
machine, we recommend increasing the resources for the server.

Minimum Recommended

4-Core Intel® Xeon® processor, 2.0GHz | 4-Core Intel® Xeon® processor, 3.0GHz

or higher or higher
. Haswell architecture or newer.
RAM 8GB RAM 16GB RAM or higher
Logical Drives OS Logical Drive, 80GB OS Logical Drive, 160GB
Application Logical Drive, 100GB Application Logical Drive, 200GB
. Actual required space depends on the size . We recommend SSD for optimal
of your model and databases, and if the performance.

DMZ server hosts any other applications.

. We recommend a RAID1 or better for
physical servers.

Network 1 Gbps network connection Separate network cards for external
Connection traffic, and for traffic back to your
internal network

Operating System Windows Server® 2019 Standard Windows Server® 2022 Standard

Other .NET 4.7.2 (or above)
Requirements .NET 3.5 Service Pack 1

If this server hosts the Public Web Outage Viewer:
Version 24.1 or newer - .NET 8 (x64)
Prior to Version 22.1 - .NET Core 3.1
Internet Information Services (IIS)

The server name must be alphanumeric characters (A-Z,a-z,0-9) only. The only
other character allowed is a hyphen ( - ). The name must not be only numeric.

We strongly recommend running the RMS on your OMS server (or EA/GIS server
for customers who do not have OMS). However, this server can be used to host
the Rights Management System (RMS). If it is used for this purpose, it will need to
have port 5093 available to Milsoft server components and client machines. It
must also be able to communicate with the Milsoft licensing endpoint, at
https://milsoft.prod.sentinelcloud.com/.

Notes for Virtual For Virtual Machines, we currently test using VMware® vSphere™ 7+.

Machines
. Resources such as CPU and RAM must be reserved, not just allocated. Customers who have only

allocated resources on the host machine have seen significant problems occur.

Get the latest version of this doument from our website at ©Milsoft Utility Solutions, Inc.
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Licensing Server

For Enterprise customers, the Milsoft® Rights Management System (RMS) is capable of running on
any of your other Milsoft servers. We strongly recommend running the RMS on your OMS server (or
EA/GIS server for customers who do not have OMS). However, if your utility needs to host the RMS on a
separate server, you can use the following guide to ensure it has the minimum required specifications.

For Stand-Alone WindMil® and LightTable® customers, the RMS should be deployed in a location
that all of the client machines can access. Please use the minimum specifications below to find an
adequate client or server machine on which to deploy the RMS.

Minimum

CPU 1.0 GHz processor, or 1 vCPU

RAM 1GB RAM

Drive Space Minimum available space: 150MB. We recommend approximately 1GB available
space for the collection of log and usage data.

Network The RMS on Port 5093 must be able to communicate bidirectionally with Milsoft
Connection server components and any EA (WindMil® and LightTable®) and GIS
(WindMilMap®) client machines. DisSPatch® clients must also be able to reach it, if
they are using Streaming LandBase capabilities.

The Sentinel Cloud Plugin (SCP) requires bidirectional communication with the
Milsoft Licensing endpoint at https://milsoft.prod.sentinelcloud.com/ across
port 443.

o IELN RS Bl A wide variety of Windows® Operating Systems will work for running the RMS.
However, we recommend the following:
e Windows® 10 V1909 or above
e Windows Server® 2022

Othel: The server name must be alphanumeric characters (A-Z,a-z,0-9) only. The only
Requirements other character allowed is a hyphen ( - ). The name must not be only numeric.

Support for TLS 1.2. We do not allow TLS 1.0.

Get the latest version of this doument from our website at ©Milsoft Utility Solutions, Inc.
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Milsoft Mobile™

Milsoft Mobile™ requires Milsoft® OMS version 8.7.38 or above to function. The following are
specifications for devices, as well as other requirements for the system.

Minimum Recommended

Apple iPad Devices

Devices

Processor
RAM
Storage

Connectivity and
Location

Device / OS

Processor

RAM

Storage

Connectivity and
Location

Connection to
Hosted Instance

iPad Pro (1st generation, 12.9")
iPad Pro (2nd generation, 12.9")
iPad Pro (2nd generation, 10.5")

iPad Pro (3rd generation, 11")
iPad Pro (3rd generation, 12.9")

A9x or A10x Processor

A12x Processor

4GB RAM

32GB Storage Capacity

64GB Storage Capacity

Internet Connectivity (e.g. Wi-Fi)

LTE Connection + GPS Location

While a cellular (LTE) ready iPad is not
required for the application to operate, field
use may exceed Wi-Fi coverage.
Additionally, non-cellular (Wi-Fi only) iPads
do not contain a GPS chip/receiver and
instead use the known location of certain
Wi-Fi routers to determine position based
on the IP address.

iOS 11.3+ or i0S 12

i0S 13

Windows® Devices

Windows® 10 (64-bit) device with
Windows Hello® enabled

Milsoft Mobile was designed for touchscreen
devices. Touchscreen is recommended for
optimal experience.

Intel® Core™ i5 processor, 4-Core,
2.2GHz or higher

Intel® Core™ i7 processor, 4-Core,
3.0GHz or higher

8GB RAM

16GB RAM or higher

100GB Storage Capacity

Internet Connectivity (e.g. Wi-Fi)

LTE Connection + GPS Location

Note: Check your device manufacturer to
determine if it has geolocation (GPS)
capabilities, and what limitations there
might be for the accuracy of that location
information. Milsoft Mobile uses the location
data from the Operating System.

Other Requirements

Either a hardware VPN or a Reverse Proxy between the OMS Server and the Milsoft

Mobile hosted instance.

The customer must be able to establish a secure connection between their Milsoft OMS server and
their Milsoft Mobile hosted server in Microsoft® Azure®.

Get the latest version of this doument from our website at
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Client Machine (OMS)

The following specifications should be used for a client machine running DisSPatch®, Calls
Manager™, Crew Manager™, Reports™, or Unplugged™:

CPU

RAM

Logical Drives

Web Browser

Network
Connection

Displays

Operating System

Other
Requirements

Minimum

Intel® Core™ i5 processor, 4-Core,
2.2GHz or higher

Recommended

Intel® Core™ i7 processor, 4-Core,
3.0GHz or higher

8GB RAM

16GB RAM or higher

OS Logical Drive, 80GB
Application Logical Drive, 100GB

. Actual required space depends on the size
of your model and databases, and how
many other applications are installed on the
client machine.

OS Logical Drive, 160GB
Application Logical Drive, 200GB

. We recommend SSD for optimal
performance.

Latest version of Google® Chrome™, Mozilla
Firefox®, Microsoft Edge®, and Opera®

100 Mbps network connection

1 Gbps or higher network connection

Dual Monitor, 1024x768 or greater
screen resolution when running
DisSPatch®

Windows® 10 (64-bit)

Windows® 11 (64-bit)

.NET 4.7.2 (or above)
.NET 3.5 Service Pack 1

Milsoft client machines can only connect to a single Milsoft Core E&O instance.
Switching a client between Production and non-Production environments requires
uninstalling the software from the client and installing it using the installer files of
the other system. There is no visual distinction between environments when
logged in to the software, so ensure that machines that connect to Production and
non-Production environments are clearly identified to your users.

Medium and Large utilities (see
definition on page 4) must use the
“Recommended” specifications.

Get the latest version of this doument from our website at
https://www.mymilsoft.com/solutions/engineering-analysis-ea/
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Utility Solutions >

Client Machine (EA)

The specifications below should be used for WindMil® or LightTable® client machines. The
specifications are the same for both Stand-Alone and Enterprise customers.

CPU

RAM

Logical Drives

Network
Connection

Displays

Operating System

Licensing
Requirements

Other
Requirements

Get the latest version of this doument from our website at
https://www.mymilsoft.com/solutions/engineering-analysis-ea/

Minimum Recommended

Intel® Core™ i7 processor, 4-Core,
3.0GHz or higher

Intel® Core™ i5 processor, 4-Core,
2.2GHz or higher

8GB RAM 16GB RAM or higher

OS Logical Drive, 80GB
Application Logical Drive, 100GB

OS Logical Drive, 160GB
Application Logical Drive, 200GB

We recommend SSD for optimal
performance.

. Actual required space depends on the size .
of your model and databases, and how
many other applications are installed on the
client machine.

100 Mbps network connection 1 Gbps or higher network connection

Single Monitor Dual Monitor

Windows® 10 (64-bit) Windows® 11 (64-bit)

For Stand-Alone WindMil and LightTable clients, you will need to install the Milsoft
Rights Management System (RMS) software. Milsoft recommends installing this on
a single machine such as a server (see the minimum requirements from page 10),
as it will need to be accessible by all WindMil and LightTable client applications.

The RMS, if it is installed on the client, requires the ability to connect to the Milsoft
Licensing endpoint at https://milsoft.prod.sentinelcloud.com/. It also requires the
ability to communicate with other client machines on Port 5093.

.NET 4.7.2 (or above)
.NET 3.5 Service Pack 1

Milsoft client machines can only connect to a single Milsoft Core E&O instance.
Switching a client between Production and non-Production environments requires
uninstalling the software from the client and installing it using the installer files of
the other system. There is no visual distinction between environments when
logged in to the software, so ensure that machines that connect to Production and
non-Production environments are clearly identified to your users.

©Milsoft Utility Solutions, Inc.
Page 15
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Client Machine (GIS)

The following specifications should be used for a client machine running WindMilMap®:

CPU

RAM

Logical Drives

Network
Connection

Displays

Operating System

Licensing
Requirements

Other
Requirements

ESRI Version

Get the latest version of this doument from our website at
https://www.mymilsoft.com/solutions/engineering-analysis-ea/

Minimum

Intel® Core™ i5 processor, 4-Core,
2.2GHz or higher

Recommended

Intel® Core™ i7 processor, 4-Core,
3.0GHz or higher

16GB RAM

32GB RAM or higher

OS Logical Drive, 80GB
Application Logical Drive, 100GB

. Actual required space depends on the size
of your model and databases, and how
many other applications are installed on the
client machine.

OS Logical Drive, 160GB
Application Logical Drive, 200GB

. We recommend SSD for optimal
performance.

100 Mbps network connection

1 Gbps or higher network connection

Single Monitor Dual Monitor

Windows® 10 (64-bit) Windows® 11 (64-bit)

For WindMilMap client licensing, you will need to access the installed Milsoft Rights
Management System (RMS) software on Port 5093. We strongly recommend
running the RMS on your OMS server (or EA/GIS server for customers who do not
have OMS). However, if required, a WindMilMap client machine could run the RMS
application. If a client does run the RMS, it will need to be accessible by all client
applications on Port 5093. Additionally, the RMS requires the ability to connect to
the Milsoft Licensing endpoint at https://milsoft.prod.sentinelcloud.com/.

.NET 4.7.2 (or above)
.NET 3.5 Service Pack 1

Esri® ArcMap® is required for WindMilMap to operate. The client machine must also
meet minimum specifications as defined by Esri.

Milsoft client machines can only connect to a single Milsoft Core E&O instance.
Switching a client between Production and non-Production environments requires
uninstalling the software from the client and installing it using the installer files of
the other system. There is no visual distinction between environments when
logged in to the software, so ensure that machines that connect to Production and
non-Production environments are clearly identified to your users.

Esri ArcMap 10.8.2 on 21.0.18.11956 or newer

Esri ArcMap 10.8.1 on 8.7.53.8200 through 21.0.17.11875
Esri ArcMap 10.7.1 on 8.7.33.4890 through 8.7.48.48.7591
Esri ArcMap 10.6.1 on 8.7.23.2358 through 8.7.31.3930
Esri ArcMap 10.5.1 on 8.7.7.10591 through 8.7.20.2086
Esri ArcMap 10.4.1 on 8.6.6.9756 through 8.7.5.10366
Esri ArcMap 10.3.1 on 8.2.0.7807 through 8.6.5.9539

Esri ArcMap 10.2.2 on 8.2.0.5122 through 8.2.0.7373

Esri ArcMap 10.2 on 8.2.0.4968 or older

Small Utility Enterprise License Agreement
http://www.esri.com/industries/ela/suela

©Milsoft Utility Solutions, Inc.
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Utility Solutions ~

Requirements for Milsoft” Communications Platform

Communications Platform Configuration Guidelines

The number and configuration of your Milsoft Communications™ server or servers depend on how
many phone lines your Milsoft IVR™ is configured to use, whether or not your Milsoft IVR system accepts
payments, and whether or not your Communications Server accepts inbound texts using Milsoft's texting
solution.

Please note that Milsoft normally supplies a Dell® R640™ for a physical on-site IVR server if your
IVR configuration requires physical telephony, but we are also able to deploy our software to a virtual
machine (VM) provided by your utility if it meets our minimum system requirements.

. If other non-Milsoft applications are running on the server, the server must have additional
resources with which to operate. Milsoft applications and services must have reserved resources
that meet the minimum Hardware Specifications.

. For Milsoft IVR systems processing credit card payments, the server on which the Milsoft IVR
Engine™ resides is in scope for Payment Card Industry Data Security Standard (PCI-DSS)
regulations and must reside in a PCI compliant network. Also, they may not share infrastructure
with Milsoft Core E&O or any other systems. See Milsoft’'s PCI SSS Documentation for more

information.

. For Milsoft IVR systems processing credit card payments and accepting inbound texts, the BLS™
that will receive inbound texts must be installed on a server separate from the IVR Engine™ that
transmits payment data. A separate Server/VM for a BLS (text receiver) is required for PCI (credit
card processing) compliance. If your utility processes eChecks only and accepts no credit card
payments, this requirement for a separate server to handle texting would not apply.

Communications Platform Common Configurations

IVR - 24 lines or less

Use this chart if your utility has a Milsoft IVR solution, 24 lines or less.

Server 3 (pg. 21)
(BLS Server)

Server 2 (pg. 20)
(IVR/BLS Server)

Server 1 (pg. 19)
(SQL/Application Server)

Server >
¥ Functionality

IVR SQL/BLS/IVR Server

Required
IVR + CC Payments SQL/BLS/IVR Server

Required
IVR + Two-way SQL/BLS/IVR Server BLS Server
Texting Required Recommended
IVR + CC Payments SQL/BLS/IVR Server BLS Server
+ Two-way Texting Required Required

Get the latest version of this doument from our website at ©Milsoft Utility Solutions, Inc.
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Communications Platform Common Configurations (Continued)

IVR - 25 lines or greater

Use this chart if your utility has a Milsoft IVR™ solution, 25 lines or greater.

Server >
¥ Functionality

IVR

Server 1 (pg. 19)
(Dedicated SQL Server)

Server 2 (pg. 20)
(IVR/BLS Server)

Server 3 (pg. 21)
(BLS Server)

IVR + CC Payments

IVR + Two-way
Texting

IVR + CC Payments
+ Two-way Texting

SQL Server IVR/BLS Server
Required Required
SQL Server IVR/BLS Server
Required Required
SQL Server IVR/BLS Server BLS Server
Required Required Recommended
SQL Server IVR/BLS Server BLS Server
Required Required Required

Communications Platform — No Phone Calls

Use this chart if your utility does not use IVR for phone calls, but does have another
communications software, such as Milsoft Personnel Notifications™ (MPN), Milsoft Customer Outage Alerts™
(MCOA), or Two-way Texting™. In this case, the SQL Server does not have to be dedicated, but a SQL
instance is needed for the database.

Server 2>
¥ Functionality

MPN Only

Server 1 (pg. 19)
(SQL Server)

(IVR/BLS Server)

Server 2 (pg. 20)

Server 3 (pg. 21)
(BLS Server)

MPN + MCOA

MPN + MCOA +
Two-way Texting

MCOA Only

MCOA + Two-way
Texting

SQL Server BLS Server
Required Required
SQL Server BLS Server
Required Required
SQL Server BLS Server
Required Required
SQL Server BLS Server
Required Required
SQL Server BLS Server
Required Required

Get the latest version of this doument from our website at
https://www.mymilsoft.com/solutions/engineering-analysis-ea/
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SQL/Application Server (Server 1)

These requirements can apply to a physical or virtual server. If your utility has a Milsoft® Core E&O
system, or, if other non-Milsoft IVR databases are utilizing the same database server, be aware that
issues with or maintenance to SQL Server may cause the IVR to be inoperable and unable to process
phone calls.

Minimum Recommended
For a Physical Server: For a Physical Server:
4-Core Intel® Xeon® Silver processor, 4-Core Intel® Xeon® processor, 3.0GHz
2.6GHz or higher or higher
. Haswell architecture or newer.
For a VM: For a VM:
25 Lines or Greater requires 4 vCPU
RAM 8GB RAM 16GB RAM or higher
Logical Drives OS Logical Drive, 80GB OS Logical Drive, 160GB
Application/DB Logical Drive, 100GB Application/DB Logical Drive, 200GB
SQL Logs Logical Drive, 40GB SQL Logs Logical Drive, 80GB
. We recommend a RAID1 or better for . We recommend SSD for optimal
physical servers. performance.
Network 1 Gbps network connection
Connection
LEETNEESE L Il Windows Server® 2019 Standard Windows Server® 2022 Standard
e Server 2019 is only supported for IVR V46 e Server 2022 is only supported for IVR V49
and higher. and higher.
SQL Version SQL Server® 2019 Standard - Core SQL Server® 2022 Standard - Core
License License

. SQL Server 2022 is only supported for IVR
V51 and higher.

Other: The server name must be alphanumeric characters (A-Z,a-z,0-9) only. The only
Requirements other character allowed is a hyphen ( - ).

Notes for Virtual For Virtual Machines, we currently test using VMware® vSphere™ 7+.

Machines
. Resources such as CPU and RAM must be reserved, not just allocated. Customers who have only

allocated resources on the host machine have seen significant problems occur.

Get the latest version of this doument from our website at ©Milsoft Utility Solutions, Inc.
https://www.mymilsoft.com/solutions/engineering-analysis-ea/ Page 19



Utility Solutions >

MILSOFT‘?’%
IVR / BLS™ Server (Server 2)

At 25 lines or greater, the Milsoft IVR™ system needs to be split between two servers. This second
server will be used for the IVR and the BLS™. If the IVR system is going to take credit card payments and
will also be used for Two-way Texting, a third server will be needed (see page 19).

Minimum
For a Physical Server:
4-Core Intel® Xeon® processor, 2.0GHz

Recommended
For a Physical Server:
4-Core Intel® Xeon® processor, 3.0GHz

or higher or higher
+  Haswell architecture or newer.
For a VM: For a VM:
2 vCPU 4 vCPU is recommended
RAM 8GB RAM 16GB RAM or higher
Logical Drives OS Logical Drive, 80GB OS Logical Drive, 160GB

Application Logical Drive, 100GB

. We recommend a RAID1 or better for
physical servers.

Application Logical Drive, 200GB

. We recommend SSD for optimal
performance.

Network 1 Gbps network connection
Connection

Operating System Windows Server® 2019 Standard

Windows Server® 2022 Standard
. Server 2022 is only supported for IVR V51

and higher.
Other The server name must be alphanumeric characters (A-Z,a-z,0-9) only. The only
Requirements other character allowed is a hyphen ( - ).
Notes for Virtual For Virtual Machines, we currently test using VMware® vSphere™ 7+.
LG . Resources such as CPU and RAM must be reserved, not just allocated. Customers who have only

allocated resources on the host machine have seen significant problems occur.

Get the latest version of this doument from our website at
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BLS™ Server (Server 3)

For systems enabling both payments and two-way texting features, the BLS™ that will receive
inbound texts must be installed on a server separate from the IVR Engine™ that transmits credit card
payment data. A separate Client/VM for a BLS (text receiver) is required for PCI compliance.

Minimum
For a Physical Server:

4-Core Intel® Xeon® processor, 2.0GHz
or higher

. Haswell architecture or newer.

Recommended
For a Physical Server:

4-Core Intel® Xeon® processor, 3.0GHz
or higher

For a VM: For a VM:

2 vCPU 4 vCPU
RAM 8GB RAM 16GB RAM or higher
Logical Drives OS Logical Drive, 80GB OS Logical Drive, 160GB

Application Logical Drive, 100GB

. Actual required space depends on if the
server hosts any other applications.

. We recommend a RAID1 or better for
physical servers.

Application Logical Drive, 200GB

. We recommend SSD for optimal
performance.

Network 1 Gbps network connection
Connection

Operating System Windows Server® 2019 Standard

Windows Server® 2022 Standard
. Server 2022 is only supported for IVR V51

and higher.
Other The server name must be alphanumeric characters (A-Z,a-z,0-9) only. The only
Requirements other character allowed is a hyphen ( - ).
Notes for Virtual For Virtual Machines, we currently test using VMware® vSphere™ 7+.
Machines
. Resources such as CPU and RAM must be reserved, not just allocated. Customers who have only

allocated resources on the host machine have seen significant problems occur.
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Client Machine (Communications)

Client Applications: Milsoft® OCM™, Crew Call™
Web Application: BLS™

Minimum Recommended

CPU Intel® Core™ i3 processor

RAM 8GB RAM 16GB RAM or higher

Logical Drives OS Logical Drive, 80GB OS Logical Drive, 160GB
Application Logical Drive, 100GB Application Logical Drive, 200GB

. We recommend SSD for optimal
performance.
Network 100 Mbps network connection 1 Gbps network connection

Connection

Display Single Monitor, 1152x864 or greater
screen resolution

Sound Sound Card / Speakers / Microphone

o] IELN RS LT Bl \Windows® 10 (64-bit)

Internet Browser Google® Chrome™, Mozilla Firefox®, or Microsoft Edge®

Other Windows Media Player®.
Requirements

Get the latest version of this doument from our website at ©Milsoft Utility Solutions, Inc.
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Requirements for CIS/FMS/WMS Products

Requirements for Hosted iXp™ Solution

The Milsoft Hosted iXp Solution, which contains any or all of the following systems: the Customer
Information System (CIS), Financial Management System (FMS), and Work Management System (WMS),
requires merely a high-speed internet connection, on-site LAN, and a secure VPN connection. The minimal

requirements are as follows.

Requirements

!‘ligh-speed Dedicated high-speed (5 Mbps) or faster connection. DSL and cable are not
internet access recommended nor supported as a Utility’s primary internet service, but can be
used as an emergency backup option.

Local Area Switched Ethernet. Hubs are not supported.
Network

Capable of supporting a constant LAN-to-LAN IPsec VPN connection.

Network firewall

Users are able to operate Milsoft iXp using an internet browser, which does not require any Milsoft
software to be loaded on client machines. However, a modern internet browser is needed to access the
Milsoft solution. The most common and quality assurance tested browser is Google® Chrome™.
Additionally, Microsoft Office® and a .pdf reader are needed to view reports. See further details on Page

22.

©Milsoft Utility Solutions, Inc.
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Requirements for On-Premise iXp~ Solution

For on-premise installations of iXp, both an IBM® Power9™ Server and an iXp
Application Server are required. The Application Server needs to be a stand-alone
Windows® server connected to the network. For the Application Server, the 'Minimum'
requirements will be sufficient if you have fewer than 40 users, but use the
'Recommended' requirements if you have 40 or more users.

IBM Power Server Specifications

The specifications below are for the minimum requirements for an IBM® Power9™ Server.
However, Milsoft will work with your team to establish the exact IBM Power Server requirements for your

implementation.

CPU

RAM

Network
Connection

Operating System

Minimum
13,125CPW

64GB RAM

1 Gbps network connection

0S/400 Operating System v7.3 or higher

Application Server Specifications

Use the Minimum requirements if you have fewer than 40 users. Use the Recommended
requirements if you have 40 users or more.

RAM

Logical Drives

Network
Connection

Operating System

Other
Requirements

Minimum (fewer than 40 users)

4-Core Intel® Xeon® processor, 2.5GHz

Recommended (40+ users)

8-Core Intel® Xeon® processor, 2.5GHz
or higher

16GB RAM

32GB RAM

OS Logical Drive, 80GB
Application Logical Drive, 40GB of free
space on non-0S partition

e Application Logical Drive cannot contain
the OS.

e RAID 5 Disk striping or built as a virtual
machine for quick recovery.

OS Logical Drive, 160GB
Application Logical Drive, 40GB of free
space on non-0S partition

e Application Logical Drive cannot contain
the OS.

e RAID 5 Disk striping or built as a virtual
machine for quick recovery.

1Gbps or higher network connection

Windows Server® 2019 Standard,
(64-bit)

Windows Server® 2022 Standard,
(64-bit)

e Anti-virus protection.

e Administrative login via Remote Desktop for Milsoft IT to configure software components.

e  3yr 24x7x4 hardware support contract in the event of hardware failure.

Get the latest version of this doument from our website at
https://www.mymilsoft.com/solutions/engineering-analysis-ea/

©Milsoft Utility Solutions, Inc.
Page 24




MILSOFT‘”%

Utility Solutions >

CIS/FMS/WMS Client Machine Specifications

Users are able to operate Milsoft iXp using an internet browser, which does not require any Milsoft
software to be loaded on client machines. However, a modern internet browser is needed to access the
Milsoft solution. The most common and quality assurance tested browser is Google® Chrome™.
Additionally, Microsoft Office® and a .pdf reader are needed to view reports.

Minimum

Recommended

Web Browser Latest version of Google® Chrome™

Network 100 Mbps network connection
Connection

1 Gbps or higher network connection

Display

Capable of 1920 x 1200 resolution

Other Microsoft Office® 2019
Requirements
Adobe® Acrobat Reader®

Microsoft Office® 2019 or Microsoft 365
Adobe® Acrobat Reader®, latest version

Get the latest version of this doument from our website at
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Requirements for Milsoft® Ancillary Products

Milsoft FieldSyte™
- Powered by Reavis Code MapEngine™

The following are specifications for devices, as well as other requirements for the system.

Required Specifications / Components
Desktop (Windows®, Mac, Linux)

Browser Google® Chrome™, Microsoft Edge®, latest version

iOS® and iPadOS®

Browser Safari®, latest version (>14)
iosversion  [eCRERA
RAM 3GB RAM
Android®
Browser Google® Chrome™, latest version
RAM 3GB RAM

Device The minimum usable Android tablet is the S5e. Newer devices are recommended.

Other Requirements

Server Component o Reavis Code MapEngine™ (known as the “PremisesServer”) must be
installed on the Milsoft EA Server

¢ A “Companion PremisesServer” is required for FieldSyte Electric Projects
(Staking). Server requirements are 8GB of RAM, Server 2019 or 2022, and
120+ GB of hard drive space. It can run on a server with other applications
but should not currently be on a server that hosts critical processes.

Network Must be able to reach your utility’s app endpoint at https://app.fieldsyte.com/*
Connection and/or http://projects.fieldsyte.com/*

Milsoft Version If your FieldSyte will be integrated with Milsoft’s DisSPatch® system, the minimum
Core E&O Version is 8.7.57. Version 22.0.8 is recommended.

iOS, iPadQOS, and Safari are trademarks of Apple Inc., registered in the U.S. and other countries.

Milsoft Visual Analytics™ (MVA)
- Powered by Tableau®

Please see the Tableau® website for specifications.

https://help.tableau.com/current/server/en-us/server hardware min.htm

SQL Database Replication is required for Tableau and requires SQL Server 2016+. The feature can be installed on
the same SQL Server Instance as the default DisSPatchSQL database, as a new instance on the same server, or as a
separate server altogether.

Get the latest version of this doument from our website at ©Milsoft Utility Solutions, Inc.
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Milsoft® Field Engineering™ (FE)

- Powered by Partner’
Please see the Partner Software® website for specifications.
https://www.partnersoftware.com/hardware-and-software-requirements/
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